Performing Queries with Splunk

In this project I explore some basic searches using Splunk's querying language, called Search
Processing Language (SPL). In this scenario, | have been tasked with identifying whether there are
any possible security issues with a company’s mail server. I do this by querying for failed SSH logins
for the root account.

Performing a basic search using Splunk Cloud

To begin, we click on Apps>Search & Reporting and type index=main into the search bar. This is an
old dataset, so we click on the drop-down menu next to the magnifying glass on the right and select
All Time. Now all of the data is available for queries. In this case we have over 200,000 results. In a
real-word setting, however, selecting the shortest possible time-range related to an incident would
be the best practice, so that any security breaches are identified and contained as soon as possible.
That way results are returned faster and fewer resources are used.

Search Analytics Datasets Reports Alerts Dashboards | Search & Reporting
New Search SaveAsv  CreateTableView  Close

index=main Alltimev  Q

X
219,728 events (before 2/20/24 3:49:58.000 PM) No Event Sampling v standard_perf (search default) v ? Smart Mode v

Events (219,728) Patterns Statistics Visualization

Format Timeline v —Zoom Out 1 hour per column

< Hide Fields i= All Fields i Event

3/6/23 [06/Mar/2023:18:24:02] VendorID=5036 Code=B AcctID=6024298300471575
6:24:02.000 PM

SELECTED FIELDS
host = vendor_sales  source = tutorialdata.zip:/vendor_salesivendor_salesog  sourcetype = vendor_sales
3/6/23 [06/Mar/2023:18:24:02] VendorID=5036 Code=B AcctID=60242983080471575
6:24:02000PM 15t - vendor_sales = source = tutorialdata.zip:/vendor_sales/vendor_sales.log vendor_sales
INTERESTING FIELDS 3/6/23 [66/Mar/2823:18:23:46] VendorID=7826 Code=C AcctID=8702194182896748

6:23:46.000PM o5t = vendor_sales  source = tutorialdata.zip:/vendor_sales/vendor_saleslog ~ sourcetype = vendor_sales

3/6/23 [066/Mar/2023:18:23:46] VendorID=7026 Code=C AcctID=8702194182896748

6:23:46000PM |55t = vendor_sales ~ source = tutorialdata.zip:/vendor_sales/vendor_sales.log vendor_sales

3/6/23 [06/Mar/2023:18:23: Vendor1D=1043 Code=B AcctID=2063718989897951
6:23:31.000 PM

host = vendor_sales  source = tutorialdata.zip:/vendor_sales/vendor_sales.log  sol e = vendor_sales

Evaluating the fields and narrowing the search

Because the task is to explore any failed SSH logins for the root account on the mail server, we'll
need to narrow the search results for events from the mail server. When Splunk indexes data, it
attaches fields to each event. For each event the fields here are host, source, and sourcetype. The host
field specifies the name of the network host from which the event originated. In this search there
are five hosts. The source field indicates the file name from which the event originates. We identify
eight sources in this project. We also notice /mailsv/secure.log, which is a log file that contains
information related to authentication and authorization attempts on the mail server. The
sourcetype determines how data is formatted. Here we observe three sourcetypes.

In this case, the we find the mail server called mailsv in the host field. We could either input
index=main host=mailsy into the search bar or under SELECTED FIELDS, click host and click
mailsv.



Search Analytics 2 eports Dashboards Search & Reporting
New Search SaveAsv  CreateTableView  Close

index=ma Altime~  Q
19,658 events (before 43:52:24.000 PM) | No Event Sampling » standard_perf (search default)» ¥ Smart Mode ¥

Events (19,658) Patterns Statistics Visualization

Format Timeline v —Zoom Out 1 day per column

Listv # Format 20 Per Page v Next >

< Hide Fields. i Time Event

3/6/23 Thu Mar 06 2023 01:39:51 mailsvl sshd(5276]: Failed password for invalid user appserver from 194.8.74.23 port 3351 ssh2
1:39:51.000 AM

SELECTED FIELDS
host = mallsV  source = tutorialdata.zip:/mallsv/securelog  sourcetype = secure-2

3/6/23 Thu Mar 06 2023 ©1:39:51 mailsvl sshd[5276]: Failed password for invalid user appserver from 194.8.74.23 port 3351 ssh2
139:51.000AM  hoct - falisV  source = tutorialdata.zip:/mailsv/securedog  s¢ type = secure-2
INTERESTING FRELDS 3/6/23 Thu Mar 6 2023
139:51000AM | R
3/6/23 Thu Mar 06 2023 2 mailsvl sshd[1039]: Failed pa ord for root from 194.8.74.23 port 3768 ssh2
139:51.000 AM - mailsv c orialdata.zip:/mailsv/securedog o ype = secure-2

3/6/23 Thu Mar 06 2023 @ mailsvl d[5258]: Failed password for invalid user testuser from 194.8.74.23 port 3626 ssh2
1:39:51.000 AM

host = malisv  sourc tutorialdata.zip:./mailsv/secure.log cetype = secure-2

Searching for a failed login for root

To further narrow down our search and query for failed login attempts for the root account, we
should add fail* root into our existing query. This search expands on the previous query and
searches for the keyword fail*. The wildcard tells Splunk to expand the search term to find other
terms that contain the word fail such as failure, failed, etc., while the keyword root searches for any
event that contains the term root. We have now narrowed down the results from over 200,000 to a
little over 1000.

Search Analytics Datasets Reports Alerts Dashboards Search & Reporting
Save As ¥ Create Table View Close

sv fail* root Altmey  Q
1,038 events (before 2/20/24 4:09:38.000 PM) No Event Sampling standard_perf (search default) v ® Smart Mode v
Events(1038)  Pattems  Statistics  Visualization

Format Timeline v 1day per column

Listv # Format 20 Per Page ¥

< Hide Fields i Time Event

3/6/23 Thu Mar 86 2023 ©1:39:51 mailsv] sshd[1039]: Failed password for root from 194.8.74.23 port 3768 ssh2
1:39:51.000 AM

SELECTED FIELDS
host = [mails¥  sou tutorialdata.zip:/mailsv/securedog  sourcetype = secure-2

3/6/23 Thu Mar 06 2023 01:39:51 mailsvl sshd[1039]: Falled pa: rd for root from 194.8.74.23 port 3768
13951000 AM  oct - iiaiisy ce = tutorialdata.zip:/mailsv/securelog ~ sourcetype = secure-2
NTEHESTING FRLDS 3/6/23 Thu Mar 06 2023 51 mailsvl sshd(1039]: Failed password for root from 194.8.74.23 port 3768 ssh2
139:51000AM oot = mallsV  source = tutorialdata.zip:/mailsv/securelog = s type = secure-2

3/6/23 Thu Mar 86 2023 01:39:51 mailsvl [2426]: Failed pa: for poot from 89.106.20.218 port 1392 ssh2
139:51000AM o5t = [FgilsW] ce = tutorialdata.zip:/mailsv/secure.log urcetype = secure-2

3/6/23 Thu Mar 06 2023 9:51 mailsvl sshd[2426]: Failed password for root from 89.106.20.218 port 1392 ssh2

139:51000AM o5t = fmailsv  source = tutorialdata.zip:/mailsv/secure.Jog type = secure-2

Based on these results, actions should be taken to harden the mail server in order to protect it from
brute force attacks.



